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Introduction

Afghan Telecom extensively uses email services for electronic communication or to say electronic
collaboration between employees, business partners and customers. We require streamlining these
services according to the new trends in IT industry and current organization requirements. Two
distinguishing architecture setups are on premise setup and on cloud setup. We are opting for an on-cloud
setup solution to comply with Afghan Telecom BCDR plan. Many vendors support on cloud email setup; we
are opting for Google Workspace plans.

The purpose of this procurement is to renew Google Agreement, including Email services and support for
the Google workspace.

Goals
Following are the goals of the proposed email setup:

Number of | The solution should be flexible to handle upgrades/downgrades to

users support a number of users (Afghan Telecom 1100 — Salaam 150) Quantity 1250

Uptime The system should be extremely reliable (RTO= 0 Near to Zero) % 99.9

Data

Durability | Data should be safe, secure and extremely durable (RPO= 0 (Zero)) % 100
Features

Proposed solution should have below min features:

S# | Feature Description
1 | Multi Domain Support Multiple domains (afghantelecom.af, salaam.af or any new domain)
email setup should be supported
Multi subdomain support e 3gprtg.afghantelecom.af

e apps.afghantelecom.af
e bas.afghantelecom.af

e crs.afghantelecom.af

2 e dev.afghantelecom.af

e dms.afghantelecom.af
e dms-dev.afghantelecom.af
e fms.afghantelecom.af

o ftpOl.afghantelecom.af
e gdi.afghantelecom.af

e gls.afghantelecom.af

e graph.afghantelecom.af
e hrm.afghantelecom.af
e ibr.afghantelecom.af

o if. afghantelecom.af
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e itm.afghantelecom.af

e lists.afghantelecom.af

e Ism.afghantelecom.af

e mail.afghantelecom.af

e nms.afghantelecom.af

e pms.afghantelecom.af

e request.afghantelecom.af
e rrs.afghantelecom.af

e speedtest.afghantelecom.af
e syslogs.afghantelecom.af
e system.afghantelecom.af
e tms.afghantelecom.af

e tms-dev.afghantelecom.af
e tts.afghantelecom.af

e tts-dev.afghantelecom.af
e whd.afghantelecom.af

e admin.salaam.af

e agent.salaam.af

e api.salaam.af

e books.salaam.af

e coc.salaam.af

e crm-dev.salaam.af

e crm.salaam.af

e currencycms.salaam.af

e healthcms.salaam.af

e health.salaam.af

e islamic.salaam.af

e mail.salaam.af

e operations.salaam.af

e salaam.af

e salaam.salaam.af

e test.salaam.af

e trustacc.salaam.af

3 Message Size Users can send messages up to 25 - 30 MB in size

4 | Email Client Users can connect desktop Outlook client, mobile application, webmail
to email server

5 | Email Web Client Users can connect through supported versions of Web clients

6 | Distribution Groups Capability of utilizing group emails; apart from the total Email user’s
requirement

7 | Super Admin Account The bidder must share Super admin account with Afghan Telecom for
managing email services.

8 | Tasks Compare calendars to schedule meetings and access collaboration
features, including shared calendars, groups, the global address list,
external contacts, tasks, conference rooms, and delegation capabilities

9 | Security Every mailbox must be protected with premier anti-malware and anti-
spam protection, email clients must be protected through SSL/TLS, and
two-factor authentication will be supported

10 | Reliability/Availability The solution should have built-in features to support 100% reliability and
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99.9% availability

11 | Scalability The solution should support future requirements of number of email
users or new domains

12 | Central User Directory All email ids should be available to authenticated users from a Central
directory

13 | Archiving Users can clean inbox by moving old messages to an In-Place Archive

manually/automatically

Eligibility Criteria

General Compliance

No. Description Comply
Yes No
1 The bidder Must be an authorized google partner at the time of submission of
the bid, no letters will be entertained after the bid submission.
The bidder should have supplied similar licenses previously to Organizations
2 (Government or Private). Document reference of the same needs to be
provided along with the Tender Response.
All subscription should be registered in the name of Afghan Telecom while
3 procuring the same from the manufacturers. And the Geo location will be
Afghanistan.
4 Any bidder submitting a forged letter from manufacturer will be immediately
removed from the list of the evaluation and his bid will be termed as invalid.
s The bidder should be financially capable to handle the deal, bids will be
finalized only after duly evaluating the financial strengths of the company.
6 The bidder should have the experience of executing the google cloud services
(Google Workspace).
. The bidder should not have been black listed either in Afghan Telecom or any

other Govt. entity.

Proposed Solution:

Below is the proposed solution for email users of afghantelecom.af and salaam.af:

Proposed Solution

Google Enterprise Starter

Number of Users

Afghan Telecom 1100 - Salaam 150

Domains

Afghantelecom.af, salaam.af.

Advanced administration capabilities, 24/7 IT
administration support, Locally + Google online support | Y
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Gmail Business Email

Gmail Docs, Sheets, Slides

Google Meet (Video and Voice Conferencing)

Google Calendar and contacts

Google Drive (Secure Cloud Storage)

Google Chat (Team Messaging)

Security & Data Protection

Migration Products

Email Security & Compliance

1TB Storage per User

<|=<|=<|=<|=<|=<|=<|=<|=<|=<

Scope of Work

1.

2.

4.

Online provision & activation

Configure & Provision

Migration of Email Services

The service provider shall be responsible for successful data migration of existing Afghan
Telecom mail boxes.

Service provider shall develop a data migration strategy covering data migration and
testing, in consultation with Afghan Telecom.

In first phase all the primary, individual as well as common, mail boxes hosted on Afghan
Telecom email server shall be migrated. Migration of mail boxes shall be done in to i.e. all
the mails, calendars, contacts, folders, subfolders contained within a mail box.

Configure connection settings & Test the connection

Any additional software tool required for the migration of mail boxes shall be the
responsibility of the service provider and Afghan Telecom will not make any additional
payments towards the same.

Service Provider shall ensure that during migration activity, there is no mail communication
disruption faced by Afghan Telecom as well as external users.

The bidder must share Super admin account with Afghan Telecom for managing email
services.

Configure DNS mx record to point to new server

Deploy incremental synchronization

Add/ update DNS name, MX Pointer, CNAME, Auto discover, SIP, SPF records to verify and
activate G Suite services, and all standard email security protocols and methods like
DMARC, DKIM, ATP, SPF etc. should be configured in Google Workspace.

Testing & Training

Testing of send & receive of mailboxes
Admin training on solution
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5. Go Live

e Supplier will provide support during Go Live If customer face any issues related to Google
Workspace.

Responsibilities Matrix

Responsibilities of the whole project Migration of Email Servers will be divided between supplier
and AFGHAN TELECOM as follows:

R Responsible A Attend

C Contributor (0] Optional

Implementation Responsibility Matrix

ACTIVITIES Supplier Team AFGHAN TELECOM Team
Existing User Names & Email Addresses List | A R
Configure Public DNS R A
Create Migration Batch R A
Migration R A
Testing and Training R A

Terms of Payment
1) Initial Payment (30%):
e Due after service configuration, setup, and successful running of the service.

e This payment covers the initial setup and configuration of the service to ensure that
everything is properly running and functional.

2) Final Payment (70%):
e Due after service assurance is completed.
e This payment will be made once the service has been fully tested and confirmed to
meet agreed-upon standards and is operating as expected.

Costing summary
Supplier should submit costing as per the following:

Licenses Cost:
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Part Numb Description

Google Google Workspace Enterprise Starter subscription for 1
Workspace Year with 1 TB Storage for each User and total 1250 TB.

1250
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